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Standardization, or lack th

e NoO single dominant standard as in symmetric key

e |[EEE 1363-2000 Public Key Cryptography Standard
P IF: Integer Factorization (e.g., RSA)

P DL: Discrete Logarithms (e.g., DH and DSA)
P ECDL: Elliptic Curve Discrete Logarithms (e.g., ECDSA)

e Choices can lead to incompatibilities

Algorithm agility required to ensure compatibility
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Comparison of Conventional Solutions
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Cost of Reconfigurable Computing

Domain

of Interest
(e.g., public-key
cryptography)

Function Space

e Energy efficiency suffers due to their flexibility:
10 (9%) Logic (5%)

Global Clock

(21%) Interconnect

(65%)

[Kusse’98]

Our focus: Interconnect-centric architecture
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Instruction Set Definition

e Instruction matrix derived from IEEE 1363-2000
ale 51 o -
o D 2 § Sl [a) l: o a la |[D l:
— SPEENIRERRZERIIR G2
O o |2 |2 2 2 2 2|2 N NN
A D 2|0 0 |0 |0 |0 0w L |w w wljo o lo
< 0 |1Z 12 |2 |=Z [Z |[Z |[Z Jo O |0 |0 O jJu W W
PKO #1 X
PKO #2 X X | X | X X
IFEP-RSA X
IFDP-RSA X X | X | X X
IFSP-RSA1 X X | X | X X
IFVP-RSA1 X
DLSVDP-DH X
DLSVDP-MQV | X X X X X
DLSP-DSA X | X X | X
DLVP-DSA X X | X X
ECSVDP-DH X
ECSVDP-MQV X X X X
ECSP-DSA X | X X | X
ECVP-DSA X X | X X X
EC_ADD X | X | X | X
EC DOUBLE X | X X
E_C_I\/IULT X | X
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Top Level Arch

® [nstruction format:

29 25 24

21 20

17 16

13 12 10 9

Instructions
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Reconfigurable Datapath
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e Reprogrammable interconnect is predominantly
local interconnect
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Comparator Module

e Operand size requires fast comparator
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Wide Adder Module

e Combined carry-select & carry-bypass technique
P 3 cycle latency for 1024 bit operation
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Reconfigurable Datapath

e Montgomery Multiplication

(PC,PS)j_l + bJA + qjN

b (PC,PS)J' = 5

(PC,PS)i_l = (PC,PS)i + bjAI + qjNI

e MSB-first GF(2")
Multiplication
P Pj = 2Pj_1 + bJA + qjN
P FAsum=aAbAcin

PCi = PCi-l + bjAI + qjNI
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GF(2") Inverter Configuration

e Inversion performance dominates EC operations
P combine invert and multiply for 18% improvement

O
<H O A o

N=f(x) Ps=f(x) A=0 o

\

Pc=0 B=1orb \IJ_4L h
c T

e Extended Euclidean Algorithm: S L S

e At completion: Ps; R
A =1/a(B =1 initially) K?_r
A =Db/a (B = b initially) I VU7
c -+ ? ()
Maps to same H/W Y

as multipliers AilBi/Bi.g —' =
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Final Reconfigurable Bitslice Design

|
regi
Bi+1
Bi1

Bitslice;

I_
YSi+1 D reg;

e Minimal global interconnect
P 5register selects + 3 adder selects + 6 clocks
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Controller Design

Controller #2

Control
FSM #2

Input
Selector

ROM #2

Controller #1
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Controller #0

Mult/Inv
FSM

Control
FSM

DSRCP
Control
Signals

® 3 |evels of control

ADD, SuB, COMP F
GF(invert,invmult,mult,add) start

b Level 0: MONT(mult,reduce) done
SET—LENGTH Cohtroller #2 Active L
start, (
MOD(add,sub) done;
p LeV6| 1: GFexp -(/Co roIIer#lActlve&
EC(add,double) start, L,cr’—|
doneo
b Leve| 2: MOD(mult,exp,invert) T BX Controller 70 Act L

ECmult
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Static Microcode ROMs

Address = +1 Row;,; = 01110010
Lines — Decoder

P/N sizing chosen
to reduce inverter
switching threshold

bity bit; bit, bit3 bit; bitg bitg bity

® Overhead = twice the number of row select lines
P +10% energy/ROM
P << 1% energy/chip (operation dependent)
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Clock Gating Strategy
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Ph

Bitslice

e 32 rows of 32 bitslices/row

P 1024 bitslices in all
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Reconfigurable Processor Fabrication

Process Specs

e 0.25 nm CMOS
e 1 Poly, 5 Metal
o VT = +/-0.55V
e 880k devices

e pad-limited
(2.9 x 2.9 mm)
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DSRCP Performance

Mod/GFexp Operand Size (bits)

3 A 0) 256 512 768 1024
....... P e
‘ modinvert ( ) 320
S 6} EC add/double - v | ,
| ~5.5 & /
o ~ 20} Modexp f
o 4} GF inv/invmult ‘ =
AT | ~3.3 © [ of
S ( modmult/mod 210} GFexp g
10 .
O 2t ~2 ° 2 -
GE mult -1 | ot =ECmult 1
............................... , 0 le - - . . . .
OO 256 512 768 1024 0 64 128 192 256
Operand Size (bits) ECmult Operand Size (bits)

e Primitives performance points (@50 MH2z):

Modexp (IF/DL) GFexp (DL) ECmult (ECDL)

8.2/5.2 ms @ 512b 8.0ms @ 512b 7.0ms @ 176b
32.1/17 ms @ 1024b 31.7ms @ 1024b 14.5ms @ 256b
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Comparison to Commercial Solutions

e Modular Exponentiation

oo | o | o, | s | e | o
MPC180 600 1024 32 2.01 66
PCC-ISES 1000 2048/ 1024 6.02/1.45 S50*
BC5820 “Low” 1024 1 100
DSRCP <75 1024 / 512 32.1/8.2 1.53/1.56 50
DSRCP (CRT) <45 1024 / 512 17 /5.2 0.81/0.86 50
e GF(2") Elliptic Curve Point Multiplication
besign F()rc:lv\\ll\?)r (?if:) Tec(rpﬁg)%s if;fy'f;'/ﬁ?t%y (|\1;|C||4kz)
MPC180E 600 155 11 30.21 66
DSRCP 10 155 54 11.24 50
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Comparison to Academic Solutions

® Modular Exponentiation:

Design Conzzvr\r/gtion OIOSE’;rzaend (;_;n;reaﬁgg ((:)ypceltreastirc))?\r Clock Rate
(W) (bits) ms) | @yclesmitzy | MH2)

Ishii 2 1024/512 100/25 3.81/3.81 40
lvey - 512 <8 < 4.58 150
Orup - 512 5 25
Chen - 512 21 4.01 50
Yang - 512 4.3 2.05 125
Guo - 512 1.8 0.98 143
Leu - 512 4.6 2.02 115
Royo - 768 10.6 0.90 50
Satoh 0.33 1024 23 0.99 45
Vandemeulebroecke 0.50 1024 125 2.98 25
Shand - 1024/512 6/0.85 40
Yuliang - 1024 650 12.40 20
DSRCP < 0.075 1024/512 32.1/8.2 ~1.53/~1.56 50
DSRCP w/CRT < 0.045 1024/512 17/5.2 ~0.81/~0.86 50
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Comparison to Academic Work

® Elliptic Curve Point Multiplication:

_ Power _ Opgrand Time per Cycles per Clock Rate
Design Consumption Size Operation Operation (MH2)
(W) (bits) (ms) (Mcycles)
Agnew 155 8.1 13.49 40
Sutikno - 155 21.6 13.49 15
DSRCP ~0.010 155 54 11.24 50
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Comparison of Energy Efficiencies

Energy Consumption per Operation (J)

MODEXPFPGA [Blum’99]
MODEXP gy

ECMUL T

ECMULTgpga [ROSNer’osg]

MODEXPpsrcp
GFEXPpsrcp

ECMULTpsprep

512 640 768 896 1024
Equivalent Security
(equivalent IF modulus bit-length)

DSRCP: ~100x-1000x more energy efficient
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Conclusions

® Domain-specific reconfigurability provides
flexibility while minimizing overhead

P Domain Specific Integrated Circuits (DSICs)

® Interconnect-centric architecture exploits locality
to minimize interconnection overhead

® Public Key Cryptography DSIC provides full
algorithm agility with 2-3 orders of magnitude
better energy efficiency than GPP and FPGA
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